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upon counterpart Federal regulations for
which an economic analysis was
prepared and certification made that
such regulations would not have a
significant economic effect upon a
substantial number of small entities.
Accordingly, this rule will ensure that
existing requirements previously
promulgated by OSM will be
implemented by the State. In making the
determination as to whether this rule
would have a significant economic
impact, the Department relied upon the
data and assumptions for the
counterpart Federal regulations.

6. Unfunded Mandates
OSM has determined and certifies

under the Unfunded Mandates Reform

Act (2 U.S.C. 1502 et seq.) that this rule
will not impose a cost of $100 million
or more in any given year on any local,
State, or Tribal governments or private
entities.

List of Subjects in 30 CFR Part 931

Intergovernmental relations, Surface
mining, Underground mining.

Dated: March 21, 2000.

Brent T. Wahlquist,
Regional Director, Western Regional
Coordinating Center.

For the reasons set out in the
preamble, 30 CFR part 931 is amended
as set forth below:

PART 931—NEW MEXICO

1. The authority citation for part 931
continues to read as follows:

Authority: 30 U.S.C. 1201 et seq.

2. Section 931.15 is amended in the
table by adding a new entry in
chronological order by ‘‘Date of Final
Publication’’ to read as follows:

§ 931.15 Approval of New mexico
regulatory program amendments.

* * * * *

Original amendment
submission date

Date of final publica-
tion Citation/description

* * * * * * *
March 11, 1996 ....... April 10, 2000 .......... 19 NMAC 8.2 813.K (1) through (3); 813.L; 1106.C; 1412.A(2) (i) through (vii); 2054.A (1), (2), (3),

and (5); 2055.C(1); 2076.B; and 2077.A.

§ 931.16 [Amended]

3. Section 931.16 is amended by
removing and reserving paragraph (t).
[FR Doc. 00–8666 Filed 4–7–00; 8:45 am]
BILLING CODE 4310–05–M

DEPARTMENT OF DEFENSE

Defense Threat Reduction Agency

32 CFR Part 318

Defense Threat Reduction Agency
Privacy Program

AGENCY: Defense Threat Reduction
Agency, DoD

ACTION: Final rule, with comments.

SUMMARY: 32 CFR part 318 is being
revised to incorporate administrative
changes made to the Defense Threat
Reduction Agency Privacy Act Program
Instruction.

DATES: This rule is effective January 18,
2000. Comments must be received by
June 9, 2000.

ADDRESSES: Chief, FOIA and Privacy
Division, FOIA/Privacy Act Division,
Defense Threat Reduction Agency
(ADF), 6801 Telegraph Road,
Alexandria, VA 22310–3398.

FOR FURTHER INFORMATION CONTACT: Ms.
Sandy Ford at (703) 325–1205.

SUPPLEMENTARY INFORMATION:

Executive Order 12866, ‘‘Regulatory
Planning and Review’’

It has been determined that 32 CFR
part 318 is not a significant regulatory
action. The rule does not:

(1) Have an annual effect to the
economy of $100 million or more; or
adversely affect in a material way the
economy; a section of the economy;
productivity; competition; jobs; the
environment; public health or safety; or
state, local, or tribal governments or
communities;

(2) Create a serious inconsistency or
otherwise interfere with an action taken
or planned by another Agency;

(3) Materially alter the budgetary
impact of entitlements, grants, user fees,
or loan programs or the rights and
obligations of recipients thereof;

(4) Raise novel legal or policy issues
arising out of legal mandates, the
President’s priorities, or the principles
set forth in this Executive Order.

Public Law 96–354, ‘‘Regulatory
Flexibility Act’’ (5 U.S.C. 601)

It has been certified that this rule is
not subject to the Regulatory Flexibility
Act (5 U.S.C. 601) because it would not,
if promulgated, have a significant
economic impact on a substantial
number of small entities.

Public Law 96–511, ‘‘Paperwork
Reduction Act’’ (44 U.S.C. Chapter 35)

It has been certified that this part does
not impose any reporting or record
keeping requirements under the
Paperwork Reduction Act of 1995.

List of Subjects 32 CFR part 318

Privacy.

Accordingly, Title 32 CFR part 318 is
revised to read as follows:

PART 318—DEFENSE THREAT
REDUCTION AGENCY PRIVACY
PROGRAM

Sec.
318.1 Reissuance and purpose.
318.2 Application.
318.3 Definitions.
318.4 Policy.
318.5 Designations and responsibilities.
318.6 Procedures for requests pertaining to

individual records in a record system.
318.7 Disclosure of requested information

to individuals.
318.8 Request for correction or amendment

to a record.
318.9 Agency review of request for

correction or amendment of record.
318.10 Appeal of initial adverse Agency

determination for access, correction or
amendment

318.11 Disclosure of record to persons other
than the individual to whom it pertains.

318.12 Fees.
318.13 Enforcement actions.
318.14 Blanket routine uses.
318.15 Rules of conduct.
318.16 Exemption rules.

Authority: Pub. L. 93–579, 88 Stat 1896
(5 U.S.C. 552a).

§ 318.1 Reissuance and purpose.

(a) This part updates the policies,
responsibilities, and procedures of the
DTRA Privacy Program under the
Privacy Act of 1974, as amended (5
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1 Copies may be obtained: http://
www.whitehouse.gov/OMB/circulars.

2 Copies may be obtained: http://
web7.whs.osd.mil/corres.htm.

U.S.C. 552a), OMB Circular A–130,1 and
the DoD Privacy Program (32 CFR part
310).

(b) This rule establishes procedures
whereby individuals can:

(1) Request notification of whether
Defense Threat Reduction Agency
(DTRA) maintains or has disclosed a
record pertaining to them in any
nonexempt system of records;

(2) Request a copy or other access to
such a record or to an accounting of its
disclosure;

(3) Request that the record be
amended; and

(4) Appeal any initial adverse
determination of any such request.

(c) Specifies those system of records
which the Director, Defense Threat
Reduction Agency has determined to be
exempt from the procedures established
by this rule and by certain provisions of
the Privacy Act.

(d) DTRA policy encompasses the
safeguarding of individual privacy from
any misuse of DTRA records and the
provides the fullest access practicable
by individuals to DTRA records
concerning them.

§ 318.2 Applicability.
(a) This part applies to all members of

the Armed Forces and Department of
Defense civilians assigned to the DTRA
at any of its duty locations.

(b) This part shall be made applicable
to DoD contractors who are operating a
system of records on behalf of DTRA, to
include any of the activities, such as
collecting and disseminating records,
associated with maintaining a system of
records.

§ 318.3 Definitions.

Access. The review of a record or a
copy of a record or parts thereof in a
system of records by any individual.

Agency. For the purposes of
disclosing records subject to the Privacy
Act among DoD Components, the
Department of Defense is considered a
single agency. For all other purposes to
include applications for access and
amendment, denial of access or
amendment, appeals from denials, and
record keeping as regards release to non-
DoD agencies; each DoD Component is
considered an agency within the
meaning of the Privacy Act.

Confidential source. A person or
organization who has furnished
information to the federal government
under an express promise that the
person’s or the organization’s identity
will be held in confidence or under an
implied promise of such confidentiality

if this implied promise was made before
September 27, 1975.

Disclosure. The transfer of any
personal information from a system of
records by any means of communication
(such as oral, written, electronic,
mechanical, or actual review) to any
person, private entity, or government
agency, other than the subject of the
record, the subject’s designated agent or
the subject’s legal guardian.

Individual. A living person who is a
citizen of the United States or an alien
lawfully admitted for permanent
residence. The parent of a minor or the
legal guardian of any individual also
may act on behalf of an individual.
Corporations, partnerships, sole
proprietorships, professional groups,
businesses, whether incorporated or
unincorporated, and other commercial
entities are not ‘‘individuals.’’

Law enforcement activity. Any
activity engaged in the enforcement of
criminal laws, including efforts to
prevent, control, or reduce crime or to
apprehend criminals, and the activities
of prosecutors, courts, correctional,
probation, pardon, or parole authorities.

Maintain. Includes maintain, collect,
use or disseminate.

Official use. Within the context of this
part, this term is used when officials
and employees of a DoD Component
have a demonstrated need for the use of
any record or the information contained
therein in the performance of their
official duties, subject to DoD 5200.1–
R,2 ‘‘DoD Information Security Program
Regulation’’.

Personal information. Information
about an individual that identifies,
relates or is unique to, or describes him
or her; e.g., a social security number,
age, military rank, civilian grade,
marital status, race, salary, home/office
phone numbers, etc.

Privacy Act request. A request from an
individual for notification as to the
existence of, access to, or amendment of
records pertaining to that individual.
These records must be maintained in a
system of records.

Member of the public. Any individual
or party acting in a private capacity to
include federal employees or military
personnel.

Record. Any item, collection, or
grouping of information, whatever the
storage media (e.g., paper, electronic,
etc.), about an individual that is
maintained by a DoD Component,
including but not limited to, his or her
education, financial transactions,
medical history, criminal or
employment history and that contains

his or her name, or the identifying
number, symbol, or other identifying
particular assigned to the individual,
such as a finger or voice print or a
photograph.

Risk assessment. An analysis
considering information sensitivity,
vulnerabilities, and the cost to a
computer facility or word processing
activity in safeguarding personal
information processed or stored in the
facility or activity.

Routine use. The disclosure of a
record outside the Department of
Defense for a use that is compatible with
the purpose for which the information
was collected and maintained by the
Department of Defense. The routine use
must be included in the published
system notice for the system of records
involved.

Statistical record. A record
maintained only for statistical research
or reporting purposes and not used in
whole or in part in making
determinations about specific
individuals.

System manager. The DoD
Component official who is responsible
for the operation and management of a
system of records.

System of records. A group of records
under the control of a DoD Component
from which personal information is
retrieved by the individual’s name or by
some identifying number, symbol, or
other identifying particular assigned to
an individual.

Word processing system. A
combination of equipment employing
automated technology, systematic
procedures, and trained personnel for
the primary purpose of manipulating
human thoughts and verbal or written or
graphic presentations intended to
communicate verbally or visually with
another individual.

Word processing equipment. Any
combination of electronic hardware and
computer software integrated in a
variety of forms (firmware,
programmable software, handwiring, or
similar equipment) that permits the
processing of textual data. Generally,
the equipment contains a device to
receive information, a computer-like
processor with various capabilities to
manipulate the information, a storage
medium, and an output device

§ 318.4 Policy.
(a) It is DTRA policy that:
(1) The personal privacy of an

individual shall be respected and
protected. Personal information shall be
collected, maintained, used, or
disclosed to insure that:

(2) It shall be relevant and necessary
to accomplish a lawful DTRA purpose
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required to be accomplished by Federal
statute or Executive order;

(3) It shall be collected to the greatest
extent practicable directly from the
individual;

(4) The individual shall be informed
as to why the information is being
collected, the authority for collection,
what uses will be made of it, whether
disclosure is mandatory or voluntary,
and the consequences of not providing
the information;

(5) It shall be relevant, timely,
complete and accurate for its intended
use; and

(6) Appropriate administrative,
technical, and physical safeguards shall
be established, based on the media (e.g.,
paper, electronic, etc.) involved, to
ensure the security of the records and to
prevent compromise or misuse during
storage or transfer.

(b) No record shall be maintained on
how an individual exercises rights
guaranteed by the First Amendment to
the Constitution, except as specifically
authorized by statute; expressly
authorized by the individual on whom
the record is maintained; or when the
record is pertinent to and within the
scope of an authorized law enforcement
activity.

(c) Notices shall be published in the
Federal Register and reports shall be
submitted to Congress and the Office of
Management and Budget, in accordance
with, and as required by 5 U.S.C. 552a,
OMB Circular A–130, and 32 CFR part
310, as to the existence and character of
any system of records being established
or revised by the DoD Components.
Information shall not be collected,
maintained, or disseminated until the
required publication/review
requirements are satisfied.

(d) Individuals shall be permitted, to
the extent authorized by this part:

(1) To determine what records
pertaining to them are contained in a
system of records;

(2) Gain access to such records and
obtain a copy of those records or a part
thereof;

(3) Correct or amend such records on
a showing the records are not accurate,
relevant, timely, or complete.

(4) Appeal a denial of access or a
request for amendment.

(e) Disclosure of records pertaining to
an individual from a system of records
shall be prohibited except with the
consent of the individual or as
otherwise authorized by 5 U.S.C. 552a
and 32 CFR part 286. When disclosures
are made, the individual shall be
permitted, to the extent authorized by 5
U.S.C. 552a and 32 CFR part 310, to
seek an accounting of such disclosures
from DTRA.

(f) Computer matching programs
between DTRA and Federal, State, or
local governmental agencies shall be
conducted in accordance with the
requirements of 5 U.S.C. 552a, OMB
Circular A–130, and 32 CFR part 310.

(g) DTRA personnel and Systems
Managers shall conduct themselves,
pursuant to established rules of
conduct, so that personal information to
be stored in a system of records shall
only be collected, maintained, used, and
disseminated as authorized by this part.

§ 318.5 Designations and responsibilities
(a) The Director, DTRA shall:
(1) Provide adequate funding and

personnel to establish and support an
effective Privacy Program.

(2) Appoint a senior official to serve
as the Agency Privacy Act Officer.

(3) Serve as the Agency Appellate
Authority.

(b) The Privacy Act Officer shall:
(1) Implement the Agency’s Privacy

Program in accordance with the specific
requirements set forth in this part, 5
U.S.C. 552a, OMB Circular A–130, and
32 CFR part 310.

(2) Establish procedures, as well as
rules of conduct, necessary to
implement this part so as to ensure
compliance with the requirements of 5
U.S.C. 552a, OMB Circular A–130, and
32 CFR part 310.

(3) Ensure that the DTRA Privacy
Program periodically shall be reviewed
by the DTRA Inspectors General or other
officials, who shall have specialized
knowledge of the DoD Privacy Program.

(4) Serve as the Agency Initial Denial
Authority.

(c) The Privacy Act Program Manager
shall:

(1) Manage activities in support of the
DTRA Program oversight in accordance
with part, 5 U.S.C. 552a, OMB Circular
A–130, and 32 CFR part 310.

(2) Provide operational support,
guidance and assistance to Systems
Managers for responding to requests for
access/amendment of records.

(3) Direct the day-by-day activities of
the DTRA Privacy Program.

(4) Provide guidance and assistance to
DTRA elements in their implementation
and execution of the DTRA Privacy
Program.

(5) Prepare and submit proposed new,
altered, and amended systems of
records, to include submission of
required notices for publication in the
Federal Register consistent with this
part, 5 U.S.C. 552a, OMB Circular A–
130, and 32 CFR part 310.

(6) Prepare and submit proposed
DTRA privacy rulemaking, to include
documentation for submission of the
proposed rule to the Office of the

Federal Register for publication.
Additionally, provide required
documentation for reporting to the OMB
and Congress, consistent with this part,
5 U.S.C. 552a, OMB Circular A–130, and
32 CFR part 310.

(7) Provide advice and support to
DTRA elements to ensure that:

(i) All information requirements
developed to collect and/or maintain
personal data conform to DoD Privacy
Act Program standards;

(ii) Appropriate procedures and
safeguards shall be developed,
implemented, and maintained to protect
personal information when it is stored
in either a manual and/or automated
system of records or transferred by
electronic or non-electronic means; and

(iii) Specific procedures and
safeguards shall be developed and
implemented when personal data is
collected and maintained for research
purposes.

(8) Conduct reviews, and prepare and
submit reports consistent with the
requirements in this part, 5 U.S.C. 552a,
OMB Circular A–130, and 32 CFR part
310, or as otherwise directed by the
Defense Privacy Office.

(9) Conduct training for all assigned
and employed DTRA personnel and for
those individuals having primary
responsibility for DTRA Privacy Act
Record Systems consistent with
requirements of this part, 5 U.S.C. 552a,
OMB Circular A–130, and 32 CFR part
310.

(10) Serve as the principal points of
contact for coordination of privacy and
related matters.

(d) The Directorate Heads and Office
Chiefs shall:

(1) Recognize and support the DTRA
Privacy Act Program.

(2) Appoint an individual to serve as
Privacy Act Point of Contact within
their purview.

(3) Initiate prompt, constructive
management actions on agreed-upon
actions identified in agency Privacy Act
reports.

(e) The Chief, Information Systems
shall:

(1) Ensure that all personnel who
have access to information from an
automated system of records during
processing or who are engaged in
developing procedures for processing
such information are aware of the
provisions of this Instruction.

(2) Promptly notify automated system
managers and the Privacy Act Officer
whenever they are changes to Agency
Information Technology that may
require the submission of an amended
system notice for any system of records.

(3) Establish rules of conduct for
Agency personnel involved in the
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design, development, operation, or
maintenance of any automated system
of records and train them in these rules
of conduct.

(f) Agency System Managers shall
exercise the Rules of Conduct as
specified in 32 CFR part 310.

(g) Agency personnel shall exercise
the Rules of Conduct as specified in 32
CFR part 310.

§ 318.6 Procedures for requests pertaining
to individual records in a record system.

(a) An individual seeking notification
of whether a system of records,
maintained by the Defense Threat
Reduction Agency, contains a record
pertaining to himself/herself and who
desires to review, have copies made of
such records, or to be provided an
accounting of disclosures from such
records, shall submit his or her request
in writing. Requesters are encourage to
review the systems of records notices
published by the Agency so as to
specifically identify the particular
record system(s) of interest to be
accessed.

(b) In addition to meeting the
requirements set forth in this section
318.6, the individual seeking
notification, review or copies, and an
accounting of disclosures will provide
in writing his or her full name, address,
Social Security Number, and a
telephone number where the requester
can be contacted should questions arise
concerning the request. This
information will be used only for the
purpose of identifying relevant records
in response to an individual’s inquiry.
It is further recommended that
individuals indicate any present or past
relationship or affiliations, if any, with
the Agency and the appropriate dates in
order to facilitate a more thorough
search. A notarized statement or an
unsworn declaration in accordance with
28 U.S.C. 1746 may also be required.

(c) An individual who wishes to be
accompanied by another individual
when reviewing his or her records, must
provide the Agency with written
consent authorizing the Agency to
disclose or discuss such records in the
presence of the accompanying
individual.

(d) Individuals should mail their
written request to the FOIA/Privacy Act
Division, Defense Threat Reduction
Agency, 45045 Aviation Drive, Dulles,
VA 20166–7517 and indicate clearly on
the outer envelope ‘‘Privacy Act
Request.’’

§ 318.7 Disclosure of requested
information to individuals.

(a) The Defense Threat Reduction
Agency, upon receiving a request for

notification of the existence of a record
or for access to a record, shall
acknowledge receipt of the request
within 10 working days.

(b) Determine whether or not such
record exists.

(c) Determine whether or not such
request for access is available under the
Privacy Act.

(d) Notify requester of determinations
within 30 working days after receipt of
such request.

(e) Provide access to information
pertaining to that person which has
been determined to be available within
30 working days.

(f) Notify the individual if fees will be
assessed for reproducing copies of the
records. Fee schedule and rules for
assessing fees are contained in § 318.11.

§ 318.8 Request for correction or
amendment to a record.

(a) An individual may request that the
Defense Threat Reduction Agency
correct, amend, or expunge any record,
or portions thereof, pertaining to the
requester that he/she believe to be
inaccurate, irrelevant, untimely, or
incomplete.

(b) Such requests shall specify the
particular portions of the records in
question, be in writing and should be
mailed to the FOIA/Privacy Act
Division, Defense Threat Reduction
Agency, 45045 Aviation Drive, Dulles,
VA 20166–7517.

(c) The requester shall provide
sufficient information to identify the
record and furnish material to
substantiate the reasons for requesting
corrections, amendments, or
expurgation.

§ 318.9 Agency review of request for
correction or amendment of record.

(a) The Agency will acknowledge a
request for correction or amendment
within 10 working days of receipt. The
acknowledgment will be in writing and
will indicate the date by which the
Agency expects to make its initial
determination.

(b) The Agency shall complete its
consideration of requests to correct or
amend records within 30 working days,
and inform the requester of its initial
determination.

(c) If it is determined that records
should be corrected or amended in
whole or in part, the Agency shall
advise the requester in writing of its
determination; and correct or amend the
records accordingly. The Agency shall
then advise prior recipients of the
records of the fact that a correction or
amendment was made and provide the
substance of the change.

(d) If the Agency determines that a
record should not be corrected or

amended, in whole or in part, as
requested by the individual, the Agency
shall advise the requester in writing of
its refusal to correct or amend the
records and the reasons therefor. The
notification will inform the requester
that the refusal may be appealed
administratively and will advise the
individual of the procedures for such
appeals.

§ 318.10 Appeal of initial adverse Agency
determination for access, correction or
amendment.

(a) An individual who disagrees with
the denial or partial denial of his or her
request for access, correction, or
amendment of Agency records
pertaining the himself/herself, may file
a request for administrative review of
such refusal within 30 days after the
date of notification of the denial or
partial denial.

(b) Such requests shall be made in
writing and mailed to the FOIA/Privacy
Act Division, Defense Threat Reduction
Agency, 45045 Aviation Drive, Dulles,
VA 20166–7517.

(c) The requester shall provide a brief
written statement setting for the reasons
for his or her disagreement with the
initial determination and provide such
additional supporting material as the
individual feels necessary to justify the
appeal.

(d) Within 30 working days of receipt
of the request for review, the Agency
shall advise the individual of the final
disposition of the request.

(e) In those cases where the initial
determination is reversed, the
individual will be so informed and the
Agency will take appropriate action.

(f) In those cases where the initial
determination is sustained, the
individual shall be advised:

(1) In the case of a request for access
to a record, of the individual’s right to
seek judicial review of the Agency
refusal for access.

(2) In the case of a request to correct
or amend the record:

(i) Of the individual’s right to file a
concise statement of his or her reasons
for disagreeing with the Agency’s
decision in the record,

(ii) Of the procedures for filing a
statement of the disagreement, and

(iii) Of the individual’s right to seek
judicial review of the Agency’s refusal
to correct or amend a record.

§ 318.11 Disclosure of record to persons
other than the individual to whom it
pertains.

(a) General. No record contained in a
system of records maintained by DTRA
shall be disclosed by any means to any
person or agency within or outside the
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Department of Defense without the
request or consent of the subject of the
record, except as described in 32 CFR
310.41, Appendix C to part 310, and/or
a Defense Threat Reduction Agency
system of records notice.

(b) Accounting of disclosures. Except
for disclosures made to members of the
DoD in connection with their official
duties, and disclosures required by the
Freedom of Information Act, an
accounting will be kept of all
disclosures of records maintained in
DTRA system of records.

(1) Accounting entries will normally
be kept on a DTRA form, which will be
maintained in the record file jacket, or
in a document that is part of the record.

(2) Accounting entries will record the
date, nature and purpose of each
disclosure, and the name and address of
the person or agency to whom the
disclosure is made.

(3) Accounting records will be
maintained for at least 5 years after the
last disclosure, of for the life of the
record, whichever is longer.

(4) Subjects of DTRA records will be
given access to associated accounting
records upon request, except for those
disclosures made to law enforcement
activities when the law enforcement
activity has requested that the
disclosure not be made, and/or as
exempted under § 318.16.

§318.12 Fees.
Individuals may request copies for

retention of any documents to which
they are granted access in DTRA records
pertaining to them. Requesters will not
be charged for the first copy of any
records provided; however, duplicate
copies will require a charge to cover
costs of reproduction. Such charges will
be computed in accordance with 32 CFR
part 310.

§ 318.13 Enforcement actions.
Procedures and sanctions are set forth

in 5 U.S.C. 552a, OMB Circular A–130,
and 32 CFR part 310.

§ 318.14 Blanket routine uses.
(a) Blanket routine uses. Certain

‘blanket routine uses’ of the records
have been established that are
applicable to every record system
maintained within the Department of
Defense unless specifically stated
otherwise within a particular record
system. These additional blanket
routine uses of the records are
published only once in the interest of
simplicity, economy and to avoid
redundancy.

(b) Routine Use—Law Enforcement. If
a system of records maintained by a
DoD Component, to carry out its

functions, indicates a violation or
potential violation of law, whether civil,
criminal, or regulatory in nature, and
whether arising by general statute or by
regulation, rule, or order issued
pursuant thereto, the relevant records in
the system of records may be referred,
as a routine use, to the agency
concerned, whether Federal, State,
local, or foreign, charged with the
responsibility of investigating or
prosecuting such violation or charged
with enforcing or implementing the
statute, rule, regulation, or order issued
pursuant thereto.

(c) Routine Use—Disclosure When
Requesting Information. A record from a
system of records maintained by a
Component may be disclosed as a
routine use to a Federal, State, or local
agency maintaining civil, criminal, or
other relevant enforcement information
or other pertinent information, such as
current licenses, if necessary to obtain
information relevant to a Component
decision concerning the hiring or
retention of an employee, the issuance
of a security clearance, the letting of a
contract, or the issuance of a license,
grant, or other benefit.

(d) Routine Use—Disclosure of
Requested Information. A record from a
system of records maintained by a
Component may be disclosed to a
Federal agency, in response to its
request, in connection with the hiring or
retention of an employee, the issuance
of a security clearance, the reporting of
an investigation of an employee, the
letting of a contract, or the issuance of
a license, grant, or other benefit by the
requesting agency, to the extent that the
information is relevant and necessary to
the requesting agency’s decision on the
matter.

(e) Routine Use—Congressional
Inquiries. Disclosure from a system of
records maintained by a Component
may be made to a congressional office
from the record of an individual in
response to an inquiry from the
congressional office made at the request
of that individual.

(f) Routine Use—Private Relief
Legislation. Relevant information
contained in all systems of records of
the Department of Defense published on
or before August 22, 1975, will be
disclosed to the OMB in connection
with the review of private relief
legislation as set forth in OMB Circular
A–19 at any stage of the legislative
coordination and clearance process as
set forth in that Circular.

(g) Routine Use—Disclosures
Required by International Agreements.
A record from a system of records
maintained by a Component may be
disclosed to foreign law enforcement,

security, investigatory, or administrative
authorities to comply with requirements
imposed by, or to claim rights conferred
in, international agreements and
arrangements including those regulating
the stationing and status in foreign
countries of DoD military and civilian
personnel.

(h) Routine Use—Disclosure to State
and Local Taxing Authorities. Any
information normally contained in
Internal Revenue Service (IRS) Form W–
2 which is maintained in a record from
a system of records maintained by a
Component may be disclosed to State
and local taxing authorities with which
the Secretary of the Treasury has
entered into agreements under 5 U.S.C.
5516, 5517, and 5520 and only to those
State and local taxing authorities for
which an employee or military member
is or was subject to tax regardless of
whether tax is or was withheld. This
routine use is in accordance with
Treasury Fiscal Requirements Manual
Bulletin No. 76–07.

(i) Routine Use—Disclosure to the
Office of Personnel Management. A
record from a system of records subject
to the Privacy Act and maintained by a
Component may be disclosed to the
Office of Personnel Management (OPM)
concerning information on pay and
leave, benefits, retirement deduction,
and any other information necessary for
the OPM to carry out its legally
authorized government-wide personnel
management functions and studies.

(j) Routine Use—Disclosure to the
Department of Justice for Litigation. A
record from a system of records
maintained by this component may be
disclosed as a routine use to any
component of the Department of Justice
for the purpose of representing the
Department of Defense, or any officer,
employee or member of the Department
in pending or potential litigation to
which the record is pertinent.

(k) Routine Use—Disclosure to
Military Banking Facilities Overseas.
Information as to current military
addresses and assignments may be
provided to military banking facilities
who provide banking services overseas
and who are reimbursed by the
Government for certain checking and
loan losses. For personnel separated,
discharged, or retired from the Armed
Forces, information as to last known
residential or home of record address
may be provided to the military banking
facility upon certification by a banking
facility officer that the facility has a
returned or dishonored check negotiated
by the individual or the individual has
defaulted on a loan and that if
restitution is not made by the
individual, the U.S. Government will be
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liable for the losses the facility may
incur.

(l) Routine Use—Disclosure of
Information to the General Services
Administration (GSA). A record from a
system of records maintained by this
component may be disclosed as a
routine use to the General Services
Administration (GSA) for the purpose of
records management inspections
conducted under authority of 44 U.S.C.
2904 and 2906.

(m) Routine Use—Disclosure of
Information to the National Archives
and Records Administration (NARA). A
record from a system of records
maintained by this component may be
disclosed as a routine use to the
National Archives and Records
Administration (NARA) for the purpose
of records management inspections
conducted under authority of 44 U.S.C.
2904 and 2906.

(n) Routine Use—Disclosure to the
Merit Systems Protection Board. A
record from a system of records
maintained by this component may be
disclosed as a routine use to the Merit
Systems Protection Board, including the
Office of the Special Counsel for the
purpose of litigation, including
administrative proceedings, appeals,
special studies of the civil service and
other merit systems, review of OPM or
component rules and regulations,
investigation of alleged or possible
prohibited personnel practices;
including administrative proceedings
involving any individual subject of a
DoD investigation, and such other
functions, promulgated in 5 U.S.C. 1205
and 1206, or as may be authorized by
law.

(o) Routine Use—Counterintelligence
Purpose. A record from a system of
records maintained by this component
may be disclosed as a routine use
outside the DoD or the U.S. Government
for the purpose of counterintelligence
activities authorized by U.S. Law or
Executive Order or for the purpose of
enforcing laws which protect the
national security of the United States.

§ 318.15 Rules of conduct
(a) DTRA personnel shall:
(1) Take such actions, as considered

appropriate, to ensure that personal
information contained in a system of
records, to which they have access or
are using incident to the conduct of
official business, shall be protected so
that the security and confidentiality of
the information shall be preserved.

(2) Not disclose any personal
information contained in any system of
records except as authorized by 32 CFR
part 310 or other applicable law or
regulation. Personnel willfully making

such a disclosure when knowing the
disclosure is prohibited are subject to
possible criminal penalties and/or
administrative sanctions.

(3) Report any unauthorized
disclosure of personal information from
a system of records or the maintenance
of any system of records that are not
authorized by the Instruction to the
DTRA Privacy Act Officer.

(b) DTRA system managers for each
system of records shall:

(1) Ensure that all personnel who
either have access to the system of
records or who shall develop or
supervise procedures for the handling of
records in the system of records shall be
aware of their responsibilities for
protecting personnel information being
collected and maintained under the
DTRA Privacy Program.

(2) Promptly notify the Privacy Act
Officer of any required new, amended,
or altered system notices for the system
of records.

(3) Not maintain any official files on
individuals, which are retrieved by
name or other personal identifier
without first ensuring that a notice for
the system of records shall have been
published in the ‘‘Federal Register.’’
Any official who willfully maintains a
system of records without meeting the
publication requirements, as prescribed
by 5 U.S.C. 552a, OMB Circular A–130,
and 32 CFR part 310, is subject to
possible criminal penalties and/or
administrative sanctions.

§ 318.16 Exemption rules.
(a) Exemption for classified material.

All systems of records maintained by
the Defense Threat Reduction Agency
shall be exempt under section (k)(1) of
5 U.S.C. 552a, to the extent that the
systems contain any information
properly classified under E.O. 12598
and that is required by that E.O. to be
kept secret in the interest of national
defense or foreign policy. This
exemption is applicable to parts of all
systems of records including those not
otherwise specifically designated for
exemptions herein which contain
isolated items of properly classified
information.

(b) System identifier and name:
HDTRA 007, Security Operations.

(1) Exemption: Portions of this system
of records may be exempt from the
provisions of 5 U.S.C. 552a(c)(3), (d)(1)
through (d)(4), (e)(1), (e)(4)(G), (H), (I),
and (f).

(2) Authority: 5 U.S.C. 552a(k)(5).
(3) Reasons: (i) From subsection (c)(3)

because it will enable DTRA to
safeguard certain investigations and
relay law enforcement information
without compromise of the information,

and protect the identities of confidential
sources who might not otherwise come
forward and who have furnished
information under an express promise
that the sources’ identity would be held
in confidence (or prior to the effective
date of the Act, under an implied
promise.)

(ii) From subsection (d)(1) through
(d)(4) and (f) because providing access
to records of a civil investigation and
the right to contest the contents of those
records and force changes to be made to
the information contained therein
would seriously interfere with and
thwart the orderly and unbiased
conduct of security investigations.
Providing access rights normally
afforded under the Privacy Act would
provide the subject with valuable
information that would allow
interference with or compromise of
witnesses or render witnesses reluctant
to cooperate; lead to suppression,
alteration, or destruction of evidence;
and result in the secreting of or other
disposition of assets that would make
them difficult or impossible to reach in
order to satisfy any Government claim
growing out of the investigation or
proceeding.

(iii) From subsection (e)(1), (e)(4)(G),
(H), (I) because it will provide
protection against notification of
investigatory material including certain
reciprocal investigations and
counterintelligence information, which
might alert a subject to the fact that an
investigation of that individual is taking
place, and the disclosure of which
would weaken the on-going
investigation, reveal investigatory
techniques, and place confidential
informants in jeopardy who furnished
information; under an express promise
that the sources’ identity would be held
in confidence (or prior to the effective
date of the Act, under an implied
promise.)

(c) System identifier and name:
HDTRA 011, Inspector General
Investigation Files.

(1) Exemption: Portions of this system
of records may be exempt from the
provisions of 5 U.S.C. 552a(c)(3); (d)(1)
through (4); (e)(1); (e)(4)(G), (H), and (I);
and (f).

(2) Authority: 5 U.S.C. 552a(k)(2).
(3) Reasons: (i) From subsection (c)(3)

because it will enable DTRA to conduct
certain investigations and relay law
enforcement information without
compromise of the information,
protection of investigative techniques
and efforts employed, and identities of
confidential sources who might not
otherwise come forward and who
furnished information under an express
promise that the sources’ identity would

VerDate 20<MAR>2000 16:21 Apr 07, 2000 Jkt 190000 PO 00000 Frm 00029 Fmt 4700 Sfmt 4700 E:\FR\FM\10APR1.SGM pfrm11 PsN: 10APR1



18900 Federal Register / Vol. 65, No. 69 / Monday, April 10, 2000 / Rules and Regulations

be held in confidence (or prior to the
effective date of the Act, under an
implied promise.)

(ii) From subsection (d)(1) through
(d)(4) and (f) because providing access
to records of a civil investigation and
the right to contest the contents of those
records and force changes to be made to
the information contained therein
would seriously interfere with and
thwart the orderly and unbiased
conduct of the investigation and impede
case preparation. Providing access rights
normally afforded under the Privacy Act
would provide the subject with valuable
information that would allow
interference with or compromise of
witnesses or render witnesses reluctant
to cooperate; lead to suppression,
alteration, or destruction of evidence;
and result in the secreting of or other
disposition of assets that would make
them difficult or impossible to reach in
order to satisfy any Government claim
growing out of the investigation or
proceeding.

(iii) From subsection (e)(1), (e)(4)(G),
(H), and (I) because it will provide
protection against notification of
investigatory material including certain
reciprocal investigations and
counterintelligence information, which
might alert a subject to the fact that an
investigation of that individual is taking
place, and the disclosure of which
would weaken the on-going
investigation, reveal investigatory
techniques, and place confidential
informants in jeopardy who furnished
information under an express promise
that the sources’ identity would be held
in confidence (or prior to the effective
date of the Act, under an implied
promise).

Dated: April 3, 2000.
L.M. Bynum,
Alternate OSD Federal Register Liaison
Officer, Department of Defense.
[FR Doc. 00–8722 Filed 4–7–00; 8:45 am]
BILLING CODE 5001–10–F

DEPARTMENT OF DEFENSE

Defense Logistics Agency

32 CFR Part 323

[Defense Logistics Agency Reg. 5400.21]

Defense Logistics Agency Privacy
Program

AGENCY: Defense Logistics Agency, DoD
ACTION: Final rule.

SUMMARY: The Defense Logistics Agency
is exempting a system of records
(S500.30 CAAS, Incident Investigation/
Police Inquiry Files) from certain

provisions of the Privacy Act. The
exemptions are intended to increase the
value of the system of records for law
enforcement purposes, to comply with
prohibitions against the disclosure of
certain kinds of information, and to
protect the privacy of individuals
identified in the system of records.
EFFECTIVE DATE: March 21, 2000.
FOR FURTHER INFORMATION CONTACT: Ms.
Susan Salus at (703) 767–6183.
SUPPLEMENTARY INFORMATION: The
proposed rule was published on January
20, 2000 at 65 FR 3167. No comments
were received, therefore, the Defense
Logistics Agency is adopting the rule as
final.

Executive Order 12866, ‘Regulatory
Planning and Review’

It has been determined that 32 CFR
part 321 is not a significant regulatory
action. The rule does not:

(1) Have an annual effect to the
economy of $100 million or more; or
adversely affect in a material way the
economy; a section of the economy;
productivity; competition; jobs; the
environment; public health or safety; or
state, local, or tribal governments or
communities;

(2) Create a serious inconsistency or
otherwise interfere with an action taken
or planned by another Agency;

(3) Materially alter the budgetary
impact of entitlements, grants, user fees,
or loan programs or the rights and
obligations of recipients thereof;

(4) Raise novel legal or policy issues
arising out of legal mandates, the
President’s priorities, or the principles
set forth in this Executive Order.

Public Law 96–354, ‘‘Regulatory
Flexibility Act’’ (5 U.S.C. 601)

It has been certified that this rule is
not subject to the Regulatory Flexibility
Act (5 U.S.C. 601) because it would not,
if promulgated, have a significant
economic impact on a substantial
number of small entities.

Public Law 96–511, ‘‘Paperwork
Reduction Act’’ (44 U.S.C. Chapter 35)

It has been certified that this part does
not impose any reporting or record
keeping requirements under the
Paperwork Reduction Act of 1995.

List of Subjects 32 CFR Part 323

Privacy.
Accordingly, 32 CFR part 323 is

amended as follows:

PART 323—DEFENSE LOGISTICS
AGENCY PRIVACY PROGRAM

1. The authority citation for 32 CFR
Part 323 continues to read as follows:

Authority: Pub. L. 93–579, 88 Stat 1896 (5
U.S.C. 552a).

2. Appendix H to Part 323 is to be
amended by adding paragraph f. as
follows:

Appendix H to Part 323—DLA
Exemption Rules.

* * * * *
f. ID: S500.30 CAAS (Specific exemption).
1. System name: Incident Investigation/

Police Inquiry Files.
2. Exemption: (i) Investigatory material

compiled for law enforcement purposes may
be exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any right,
privilege, or benefit for which he would
otherwise be entitled by Federal law or for
which he would otherwise be eligible, as a
result of the maintenance of the information,
the individual will be provided access to the
information except to the extent that
disclosure would reveal the identity of a
confidential source.

(ii) Investigatory material compiled solely
for the purpose of determining suitability,
eligibility, or qualifications for federal
civilian employment, military service, federal
contracts, or access to classified information
may be exempt pursuant to 5 U.S.C.
552a(k)(5), but only to the extent that such
material would reveal the identity of a
confidential source.

3. Authority: 5 U.S.C. 552a(k)(2) and (k)(5),
subsections (c)(3), (d)(1) through (d)(4), (e)(1),
(e)(4)(G), (H), and (I), and (f).

4. Reasons: (i) From subsection (c)(3)
because to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the
recipient, could alert the subject to the
existence of the investigation or prosecutive
interest by DLA or other agencies. This could
seriously compromise case preparation by
prematurely revealing its existence and
nature; compromise or interfere with
witnesses or make witnesses reluctant to
cooperate; and lead to suppression,
alteration, or destruction of evidence.

(ii) From subsections (d)(1) through (d)(4),
and (f) because providing access to records of
a civil or administrative investigation and the
right to contest the contents of those records
and force changes to be made to the
information contained therein would
seriously interfere with and thwart the
orderly and unbiased conduct of the
investigation and impede case preparation.
Providing access rights normally afforded
under the Privacy Act would provide the
subject with valuable information that would
allow interference with or compromise of
witnesses or render witnesses reluctant to
cooperate; lead to suppression, alteration, or
destruction of evidence; enable individuals
to conceal their wrongdoing or mislead the
course of the investigation; and result in the
secreting of or other disposition of assets that
would make them difficult or impossible to
reach in order to satisfy any Government
claim growing out of the investigation or
proceeding.

(iii) From subsection (e)(1) because it is not
always possible to detect the relevance or
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